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Abstract

Security management for integrated land-mobile net-

works requires security policy management on mul-
tiple domains. Mobile users present a challenge for
specification and verification of security policies in
this environment. Formal methods ensure that a sys-
tem’s construction adheres to its specification. For-
mal methods for specification and verification of se-
curity policies ensures that in given network config-
uration the security policy is consistent and satisfied
by the network elements. We present a framework
for specification and verification of security policies
based on formal methods of model checking proving.
Our framework is accessible by system administra-
tion personnel and formal specifications are devel-
oped and verified in an incremental and automatic
manner without the need of formal methods knowl-
edge by the user.

Ozet

Entegre yer ve hareketli aglarda giivenlik yone-
timi goklu etki alanlarinda giivenlik yonetimini gerek-
tirir. Hareketli kullanicilar bu ortamda giivenlik
politikalarinin betimleme ve dogrulamasinda zor-
luk arzetmektedir. Formal yontemler bir sistemin
betimlemesine uygun oldugunu ispat etmekte kul-
lanilirlar. Giivenlik politikalarinin betimlenmesi ve
dogrulanmasinda kullanilan formal y6ntemler bir
ag yapilandirmasinda, giivenlik politikasinin tutarl
oldugunu ve agdaki 6geler tarafindan saglandigin is-
pat eder. Bu caligmada model denetleme yontemiyle
gilivenlik politikalarinin betimlenmesi ve dogrulan-
mas1 ele alinmaktadir. Cercevemiz sistem yOnetimi

personeli tarafindan erigilmekte olup formal betim-
lemeler sistem tarafindan artimsal ve otomatik bir
sekilde kullanicinin formal yontemler bilgisi gerekme-
den iiretilmesini saglamaktadir.

Anahtar Sozciikler— Model dogrulama, ag giiven-
ligi, giivenlik politikasi
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1 Related Work

The logic based approach of specifying information
security policies is based on universal constructs and
capable of supporting formal calculus methods. Use
of logics also enables automated tool support for
model checking and theorem proving.

The Flexible Authorization Framework (FAF) [1],
[2] is a logic programming based method for defi-
nition, derivation and conflict resolution of autho-
rization policies. Another significant study based on
logic that supports explicit denials, hierarchies, pol-
icy derivation and conflict resolution is [3]. Woo and
Lam [4] define a paraconsistent formal language for
authorizations based on logical constructs. In [5]
deontic logic is used for modeling the concepts of
permission, obligation and prohibition with organiza-
tional concepts such as responsibility, delegation and
time constructs. A security policy language based on
the set-and-function formalism is presented in [6].



Reasoning about spatial configurations for applica-
tion level security policies in ubiquitous environments
is one of the issues investigated in [7]. In this study
a simplified version of ambient calculus and ambient
logic is used in policy rules of a security policy. Pro-
cess calculus based security policy specification based
on the Sz calculus that uses Datalog for implementa-
tion is presented in [8].

Similarly, in our approach, process calculus and its
modal logics are utilized. In contrast to [8], the Am-
bient Calculus [9] will be used with implementation
in an automated theorem proving tool. In contrast
to [7], network level policies rather than application
level policies will be covered and location relative to
domains and hosts will be modeled rather than phys-
ical location.

2 Description of Case Study

In this study we assume that two universities con-
nected over the Internet provide common services for
the students, research assistants and lecturers. These
users are mobile and they can roam in the network be-
tween domains, access resources from another domain
or the Internet. There are three services provided, In-
ternet connection, Library facilities and Joint Project
Access. The Internet connection is provided for stu-
dents of other university by wireless access. Members
of both universities may browse catalog of the Li-
braries, lend books and access online resources based
on their access rights. The joint project requires in-
formation access by faculty members from each or-
ganisation into a shared server. The project also in-
volves some research assistants and students enrolled
in the both universities to locally log in to university
networks and do some work.

In 2.1 we give the scenario for inter-domain com-
munication involving mobility between domains. In
2.2 we present a written description of how to write
an example Inter-Domain Security Policy which in-
cludes the notion of location constraints. A good
reference in this subject is the recommendations of
NIST [REF] on interconnection of systems and adds
. The security policy in this context is called an In-
terconnection Security Agreement (ISA). Herein we

are interested about the service access and informa-
tion exchange over the interconnection. Therefore we
name the interconnection scenario as “Inter-Domain”
scenario.

Inter-Domain Scenario with Mo-
bility

2.1

The University A and University B are connected via
the Internet (Public Network). The interconnection
discussed herein allows users of both universities to
exchange information and use specified information
technology resources of one another from their re-
spective campuses.

In each university, lecturers, graduate students,
undergraduate students and research assistants are
known with a unique identity. We assume a com-
mon authentication infrastructure which allows inter-
domain authentication of the users via a common
protocol such as RADIUS or DTAMETER. Another
alternative is that the two universities share a com-
mon operating system environment where each do-
main trusts the other domain. The users can be con-
nected to the network of either university or the In-
ternet and they authenticate to their home domain
(which is the main network they are registered).

Once users are authenticated they are free to roam
between domains. Users may access information and
services in either university from either campus or
the Internet based on a security policy. The security
policy restricts the usage of certain services and ac-
cess to information based on the permissions of the
users.

2.2 Inter-Domain Security Policy

The information technology facilities that will be
used from other campuses are, the library, and tech-
nology development centers residing at both cam-
puses. The libraries allow lending books and periodi-
cal to lecturers and students of both institutions. The
libraries have an on-line information system for the
borrowers to search, reserve publications and get in-
formation on their borrowing status, as well as access
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Figure 1: University Inter-Domain Scenario with Mobility

on-line publications subscribed by that library. The
technology development center hosts joint projects
whereby students and researchers from either insti-
tution participate as project members. The project
members have a need to access and share informa-
tion both locally and remotely from both campuses.
The members of each university will also be allowed
to access the Internet through wireless LAN access
available in both universities.

Information relating to the joint research projects
between two universities, and the information within
the online library system will made available by the
interconnection of the two systems. The joint re-
search project information consists of a database, a
web application that controls access to the database,
project files, report files and plan files. The Library
information consists of periodicals and online pub-
lications at other organisations that are accessible
by on-line subscription, catalogue information about
hard-copy publications that reside in the library and
Lending / borrowing information for hard copy pub-
lications.

For joint research project information, bi-
directional information exchange, local access by

project members from both universities and remote
access to other campuses will be provided, For the
online library system, local access and remote access
over the Internet will be provided. The user commu-
nity involved in the scenario is, Lecturers, Research
Assistants, Graduate Students and Undergraduate
students.

The access rights are then determined for each role
for every service. The type of access will be based on
the rights of the roles. The last information that is
included are the location constraints. This is a novel
characteristic of our security policy model that lo-
cation constraints can be specified. For the use of
a service, the activation of an activity or the use
of a resource, the security administrator can spec-
ify location constraints. The set of locations is pre-
determined for each case study. For our case study,
we allow the following locations: Internet, Local, Re-
mote and Other Domain.



3 A Model for Multiple Domain
Mobile Networks

3.1 Network Model

The network model defines a multi-domain mobile
network consists of four sets: administrative do-
mains, hosts, users and objects.

1. Administrative domains (D): An administrative
domain defines a certain mobile network. An admin-
istrative domain is also a container for other network
elements, i.e. it defines a set of subjects, objects and
security policy for a domain.

2. Hosts (H): Hosts are computing terminals and a
container for objects. Every user needs to be logged
onto a host in a domain to be able to access objects
in the system.

3. Users (U): The users may be member of a single
domain as home domain. They may also roam from
one domain to another. We assume that the user
is known with the same identity throughout all the
domains.

4.  Objects (O): The objects are resources in
a domain. Objects model communication ports,
databases, files, and messages. Objects are contained
in hosts, and may enter or leave hosts and domains.
Messages may traverse the network.

We can represent the mobile network model ele-
ments graphically as in Fig. 2. This model is based
on the Ambient Calculus with addition of security
policy. The circles in Fig. 2 represent basic system
elements, domains, hosts, users and objects. The la-
bel of a domain represents security policy. We assume
that hosts, users and objects do not define their own
security policy; they are governed by the security pol-
icy of domains. In this example system model, Host
H1 is a server, H2 is a client logged onto this domain
and H3 is a portable host not logged onto any do-
main. We assume that all the elements reside in a
system element called the World.

3.2 Mobility Model

In 3 a graphical representation for a multi-domain
mobile network architecture is given. In this model

we are interested in formal specification of the mo-
bility of hosts, users and objects as ambient calculus
processes. In our mobility model, hosts, users and
objects have the following mobility capabilities:

Hosts: Moving into a domain represents connect-
ing a host to a domain. Moving out represents dis-
connecting.

Users: If users move into a host, this represents
logging into a host. If a user moves out of a host, the
user is logged out. In this case the user is removed
from active users set of the domain.

Objects: Every object must reside in a host when
not on the move. An object that moves from one
host to another is called a message and movement of
messages represents communication.

4 Security Issues In Multi-
Domain Mobile Networks

In this section we discuss what kind of security
breaches arise if security policies for collaboration be-
tween domains (or inter-domain security policies) are
not checked and enforced globally by the system. We
assume that some kind of written inter-domain secu-
rity policy exists. The examples presented will show
how this policy is breached because of mobility.

In the first example, Domain B is a child-domain
of Domain A. This may be the case where Domain
A has a higher classification level than Domain B.
Domain A users are also Domain B users and may
roam between domains, but may be logged onto one
domain according to the classification level of the ob-
jects that they work on. The written inter-domain
policy of Domain A and Domain B states that Do-
main A files are not allowed to be read from Domain
B. Domain A users are allowed to read Domain A
and Domain B files. All Domain A users may read
and write the object O2 (if logged onto Domain A).

Let’s assume that a user Ul of Domain A is logged
onto Domain B. Ul moves (with Ul’s associated host
H1) into Domain A. Ul may then read O2 since the
domain policy allows active Domain A users to con-
duct this action. This read may be followed with a
copy to U1’s own host since this host is under control
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of the user. Then Ul moves back into Domain B.
Ul can export O2 into Domain B, which is a breach
of total system policy. It should be noted that Ul
has performed actions allowed by the domain poli-
cies. The main reason for such breaches is that the
system does not track and enforce the inter-domain
policy.

Another possible way for the same kind of breach to
happen is that, an active user of Domain A (Let’s say
U2) can read 02, move into DA, copy O2 to another
file O3= 02. Then U1 can read O3 (or equivalently
02) which is another violation of the overall policy.

Another scenario is as follows. We assume two do-
mains, Domain A (DA) and Domain B (DB). The do-
main policies for both domains allow all domain users
to read all objects in the domain. The inter-domain
policy does not allow access from DA to DB, but al-
lows communication from DB to DA. The intention
is that DB users may access DA (and information can
flow from DA to DB), but not vice versa. This inter-
domain policy may be enforced by the outer firewalls
of DA and DB, which realize the domain security
mechanisms Assume the following system configura-
tion (here we use a textual representation):

Active Hosts in DomainA = AHDA{H1, H2, H5}

Objects in and Users logged onto H1 = OUH1 =
{01, U1}, OUH2 = {02,U2} OUH5 = {U5}. U5 is
administrator for DA.

For domain B, AHDB= {H3, H4}. OUH3 = {03,
U3}, OUH4={04,U4}

Action sequences:

1. U3 reads O3, U3 sends O3 to Ul. Information
flow constraints of the overall policy has been
breached in this instance.

2. U3 reads O3 and O4, U3 moves to DA. U2 can
read O3 and O4 since U3 is now an active user of
the DA domain and U2 can read objects in DA.
This is another breach of the intended informa-
tion flow.

3. Executable file breach: Assume that users can
only execute certain files in D2. The following se-
quence of actions lead to a breach of this rule: U3
moves to D1 together with H3, U3 reads copies

executable O1 to its host H3. U3 moves to D2
and executes O1.

4. Administrative breach: DB user H3 moves to
DA. A user in DA with Domain Administrator
rights for DA (U5) can read O3. If H3 had not
moved, U5 would not be allowed to read O3. U5
as an administrator for DA, gains the capabil-
ity to administer DB hosts that log on to DA
because of roaming.

Figure 5 shows a scenario involving multiple do-
mains. Domain A and Domain B have an intercon-
nection. Domain B previously had an interconnection
with Domain C. Assume that according to this inter-
connection H3 is accessible and readable by Domain
C. Also assume that H1 in Domain A is accessible
by Domain B hosts. There is no interconnection or
agreement between A and C for exchange of informa-
tion, therefore A objects can not be read by C sub-
jects. The following sequence of actions lead to an
unintended information flow: U2 can read O1, copy
or write O1 as O3 in Host H3. This information can
be read by U4 of Domain C.

These kind of breaches originate from the following
general weakness in contemporary systems:

Inter-domain actions (such as communication,
access) are generally checked by using firewalls which
are at the border of a domain. These mechanisms can
check inter-domain actions when they happen from
outside the domain. Once a user of another domain
B enters into domain A a firewall is no longer effec-
tive.

The host and intra-domain security mechanisms
are usually set-up in a way that all objects and sub-
jects within a domain are known and trusted (em-
ployees of an organization, students of a university
etc. which have liabilities against their organization).
However when inter-domain roaming is allowed, users
outside of an organization’s responsibility may con-
duct actions inside. Those users (and/or their hosts)
are subject (or configured) to adhere to their own
organization’s security policy. This policy may not
match the visited institution’s policy. If there is no
enforcement of inter-domain security policy within a
domain, the overall policy enforcement may be en-
dangered.
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The movement of hosts may conceal movement
of objects. This movement could breach informa-
tion flow security policies. A method of tracing such
movement is by keeping traces of events, but such
traces may be hard and time-consuming to analyze
once a long time passes in the system. A more opti-
mal approach that is taken here is to keep the cur-
rent state of the system, that shows the location and
movement of objects.

Administrative weakness is inherent in modern
operating systems such as Windows and Unix. The
user with the root or domain administrator creden-
tials can virtually access any resource within a net-
work or domain. While this may be acceptable for
a static world where all users and objects within a
network or domain stays within those network or do-
main, it may cause some serious security problems
when inter-domain collaboration and movement is in
place. A user’s host may carry information not nor-
mally open to access by other organizations, but by
moving and logging onto a domain, the user’s host
becomes administrable by the foreign domain admin-
istrator. Objects on a roaming user’s host become
accessible to foreign administrators.

Multiple interconnections: When an organiza-
tion (A) interconnects with another, this is mostly
seen as a bi-directional information flow. One of the
organizations (B) could have an interconnection with
another (C); associated with permissions based on
the requirements at the time of this interconnection.
So-called ‘back-end interconnection’ from the point
of view of A, the permissions arising from B-C inter-
connection may breach A’s security policy.

5 Formal Specification

5.1 Formal Specification of Security

Policy

The access control model is specified using Predicate
Calculus and First Order Set Theory. The system
model is based on the RBAC model. We use the hi-
erarchical RBAC model that supports role hierachies.
To the Hierarchical RBAC model we add Domains,
Hosts and Object Types. We remove the concept
of sessions and assume that sessions are dynamically
changeable with changes in the system model.

Constants:

d,n,m,o,s,t: Number of domains, hosts, users,
roles, user groups and objects, respectively.
Sets:

D ={D,, Dy, D....,D.}: Set of domains

H ={Hy, Hs,...H,} :Set of hosts

U ={U1,Us,..Uyn}: Set of users

R ={Ry, Rz, ...R,}: Set of roles

O ={01,0a3,...,0.} :Set of objects

oT = {0T),0Ty,..0OT,}: Set of object
types. For this study we take OT =
{Application, File, N etwork, Database}

Relations:

HOD : H x D : Relation mapping hosts to
domains. HOD(H;, D,) denotes that H; is en-
rolled to Domain D,.



UOD : U x D: Relation between users and do-
mains. UOD(U;, D,,) denotes that U is enrolled
to Domain D,.

OOT : O — OT :Function that specifies the
type of an object. OOT(Oy)gives the type of
object O.

UA : U x R: Relation for assignment of users to
roles.

The authorization matrices are completely user de-
finable. They are associated with an XML schema
and the input and checking of the matrices is estab-
lished with a GUI Here we give the mathematical
description of the matrices and set of values involved
in defining these matrices. The model we use for
services, activities and access types enable the inclu-
sion of Service Oriented Architectures and Web based
services in our framework. Use of Locations enables
the specification of mobility constraints. Therefore
the framework becomes suitable for specification and
verification of mobile, service based computing infras-
tructures.

Sets:

SERV: User definable set that defines the
services available within an inter-domain com-
munication scenario. The following example
defines a set of services available within uni-
versities for Internet access, use of Library
Resources and Joint Project access for col-
laboration in research projects. SERV =
{Internet, Library, Joint Project}

ACT: User definable set which represents the
activities that take place for successful operation
of Services.

ACTSER : ACT x SERV: For each Service
there is a set of activities involved. Therefore
ACTS is a relation that defines the mapping of
activities to services.

A : Set of actions conductable by subjects on
objects. We take A to be fixed in this study:
A={Connect, Login, Logout, Manage, Execute,
Read, Write, Delete, Create}

L : Set of locations that accesses
are allowed from. In this study
we define certain locations. L =

{Local, LocalWireless, Other Domain, Internet}

Service Access Matrix : SAM : UG x SERV,
SAM[UG;, SERV;] = T'rue | False. If SAML,j]
= True then User Groupli] is allowed to use Ser-
vice [j].

Activity Matrix:  ACM UG x R x
ACT.ACM[UG;,R;,ACT]| = True | False. If
ACM [i,j,k] = True then User Group [i] is al-
lowed to conduct Activity [k]| only if assuming
Role [j] i.e. UA(User Groupli],Role[j]) is defined.
For each service there is an Activity matrix that
includes activities in ACT'S for that service.

Access Type Matrix: ATM : UG x R x A de-
fines the matrix that specifies allowed actions to
be conducted by specific User Groups assuming
certain Roles. For every Service there is one Ac-
cess Type Matrix.

Location - Activity Matrix: LAM : UG x R x
ACT x LOCATION defines the Location con-
straints for a certain Activity to be conducted.
LAMUG;,R;,ACTk,L;] = True | False. If
LAM [i,j,k,]] = True then the ACT}, can be con-
ducted by user group UG, assuming role R;from
location L.

Sets:

AS: AS =U U UG U R. The set of Authoriza-
tion Subjects. Authorization Subjects are active
entities that may conduct an Action on an Au-
thorization Object.

AO: AO =0 UOT U H UD. The set of Au-
thorization Objects. The authorization object is
the entity upon which an action is conducted.

Signs: S = {+, —}Represents permission or de-
nial.



Signed Actions: S x A: Represents permission
or denial of an action (+,read) denotes that read
action is permitted.

Predicates

1. EnrolledDomainHost (host, domain): True
if host is a registered member of the Domain
domain.

EnrolledDomainUser (user, domain)
ActiveDomainUser (user, domain)
RoleAllowed (user, role)

ActionAllowed (as, action): True if Autho-
rization Subject as is allowed to execute ac-
tion action.

oLk

Conditions: First-order sentences built on the
Predicates defined above.

Spatial Formula: Ambient Logic formula that in-
cludes names of domains, authorization subjects
and authorization objects.

5.2 Formal Specification of Mobility

The formal model for mobility is a finite fragment of
the ambient calculus with public names as used in [X]
and shown in Table X. The open capability is only
used for messages. The reason for this restriction is
that “opening” other system elements such as hosts
would violate the integrity of the model.

In the formal specification, domains, hosts, users
and objects are modeled as Ambients. The actions
are modeled as Ambient Calculus capabilities. A pro-
cess specification shows a trace of a process in a cer-
tain mobile network scenario. Each scenario may be
modelled as a set of process specifications. These
specifications will then be checked against a security
policy for compliance.

Below some examples of object, host and user mo-
bility specification of mobility as ambient calculus
processes are listed. Some known notation conven-
tions are utilized: for example n[] means n[0]. The
symbol — represents the reduction relation and —*
represents a series of reductions.

1. Object Mobility

File 1 is copied to Portable 1:
World[DomainA[Serverl[folder  [out  folder.
out Serverl. in Portablel. in folder.

Filel[] | Filel []]] | Portablel[folder[]]]] —*
World[DomainA[Serverl[folder  [Filel[]]] |
Portablel[folder[Filel[]]]]]

File 2 is deleted from Portablel. (moved
into the Trash can in  Portablel):
World[DomainA[Portablel[User2[] | folder

[out folder. in Trash. File2[]||Trash[]] —*
World [DomainA [Portablel|[ User2[] | folder]] |
Trash[File2]]]]

A message is sent from User 1 to User 3:
World [DomainA [Serverl [Userl [message[M
| out Userl. out Serverl. out DomainA.
in DomainB, in Client2. in User3.0]]]] | Do-
mainB [Client2 [User3 [open message.(m).0]]]]
—* World [DomainA[Serverl[Userl[]]] | Do-
mainB[Client2[User3[M]]]|

2. Host mobility

Portable 1 disconnects from Domain A
and connects to Domain B: World [Do-
mainA[Portablelfout DomainA. in DomainB
.0]] | DomainB[]] — World [DomainA[] |
Portablel[in DomainB. 0] | DomainB[] — World
[DomainA[] | DomainB[Portablel[]]]

3. User mobility

User 1 logs into Server 1: Userl[in
Serverl.0]|Serverl [Filel[]] — Serverl [Userl|] |
Filel []]

User 1 logs off from Server 1: Serverl [Userl|out
Serverl.0] | Filel []] — Userl[]|Serverl [Filel[]]

Conclusion

We have presented a method for specification and ver-
ification of complex security policies for multi-domain
mobile networks. Our approach stems from the for-
malisms of ambient calculus and logic based autho-
rization frameworks. The contributions of this study



are: (i) flexible policy specification for process calcu-
lus models, (ii) a formal inter-domain security policy
model, (iii) mobility and location based security pol-
icy specification.
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